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ABSTRACT

Cognitive radio (CR) is an intelligent radio, which has been targeted to exploit the utmost available spectrum holes
for unlicensed users by sensing the environment. A selfish cognitive radio node can occupy all or part of the
resources of multiple channels, prohibiting other cognitive radio nodes from accessing these resources. Selfish
cognitive radio attacks deals with serious security problem like fake signal attack, Channel pre-occupation attack.
These security problems they significantly degrade the performance of a cognitive radio network. The proposed
work provides selfish cognitive radio attack detection technique, called UJCSST, which will detect the attacks of
selfish Secondary Users by the cooperation of other legitimate neighboring SUs. The UJCSST algorithm makes use
of the autonomous decision capability of an ad-hoc communication network based on exchanged channel allocation
information among neighboring SUs. This technique is simple and reliable and can be well fitted for practical work

in future work. .
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I. INTRODUCTION

A. CRN (Cognitive Radio Network)

The major growth in wireless environment leads to the
extreme usage of the spectrum. The static spectrum
allocation for licensed users make the utilization of
spectrum resources inefficient and the unlicensed bands
i.e., ISM bands, are congested due to competing of many
wireless applications. To enhance the efficiency of the
spectrum, Mitola formulated “Cognitive Radio” in
which the unlicensed user can use the spectrum holes of
the licensed bands when they are idle without causing
interference with primary user or licensed users. Federal
Communication Commission (FCC) approved this CRN
to defeat the spectrum shortage problems in both
licensed and unlicensed bands. CR (Cognitive Radio) is
an opportunistic radio that is well known in the wireless
communication network.

A CR definition states as, “CR is defined as a radio that
can vary its transmitter parameters by means of
perception within the environment”. In cognitive radio,
the two uniqueness are major like “Cognitive capability
and reconfigurability”. Thus, Cognitive radio is an
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intelligent radio that modifies its internal capabilities or
parameters in response to its environment changes and
identifies the white spaces for unlicensed user’s result in
reliable Communication.

Dynamic Spectrum Access (DSA) method is integrated
with cognitive radio in order to discover the spectrum
holes and solve the troubles in spectrum inefficiency.
Thus, the SU (Secondary User) switches to the new
spectrum band when PU (Primary User) signals are
detected and avoids interference with PU transmission.

cognitive radio network functions as mentioned below,

»  Spectrum sensing: recognize the available resources
and share it without causing interferences with
others.

» Spectrum management: It grabs the finest available

resources to accommodate the  customer
requirements.
e Spectrum sharing: It provides the spectrum

scheduling approach for the existing user in the
network.

» Spectrum mobility: It manages the communication
necessities for transition.

The Cognitive Radio Network architecture (CRN) is
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classified into infrastructure based CR as shown in
Fig.1. And Cognitive Radio Ad-Hoc Network (CRAHN)

is shown in Fig.2

Figure 1. Infrastructure Based Cognitive Radio
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The infrastructure based CR has a base station in which
the interfering is avoided and also resource allocations

are monitored and controlled.

Figure 2. CR-AdHoc Network
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The CR-Ad Hoc Network lacks in the infrastructure,
and every CR node communicates with multi-hop,
reconfigures itself and responses to its local
observations. In order to avoid obstruction, the
information is distributed to the neighbour nodes via
cooperative technique. This process would mitigate the
insufficiency of spectrum usage and results in high
efficiency and utilization. In CRAHN, the spectrum
management researches are done broadly in the area of
spectrum sensing, routing protocols, and spectrum

allocation. There is a major lack of interest level
towards the security side, which can emerge as a
potential issue later. Some SUs in the network will
respond in a selfish manner, which leads to selfish
attacks in the network. It results in the holding of
resources by avoiding other LSU (Legitimate Secondary
User) from accessing the spectrum resources. SSU
(Selfish Secondary User) must be recognized and
detected in order to get better the spectrum usage and
performance in the network. The selfish attacks may be
PU (primary user) emulation attack or a Preoccupation
attack. The SSU will transmit PU signals i.e. Fake PU
signals to other SU. Thus, LSU overhear to this signal
and detects PU which is in action and switches to
another channel. The selfish attacks are done either by
PU emulation attack or Preoccupation attack.

1. TYPES OF SELFISH ATTACKS

Selfish attacks are different depending upon what and
how they attack in order to pre-occupy CR spectrum
resources. There are three different types of selfish
attacks

A. Signal Fake Selfish Attack (Type 1)

B. Signal Fake Selfish Attack in Dynamic Signal
Access (Type 2)

C. Channel Pre-Occupation Selfish Attack (Type 3)

These are the types of attacks depending upon the attack
mechanism. These Attacks are responsible for the
performance degradation of Cognitive Radio Ad Hoc
network. In order to upgrade the performance of the
network, the detection and avoidance of selfish attack is
very essential. In this paper we proposed an algorithm
for improving the trustworthiness amongst nodes in
Cognitive Radio Networks.

A. Signal Fake Selfish Attack (Type 1)-

This attack is planned to prohibit a legal SU (LSU) from
sensing vacant spectrum bands by transmitting faked PU
signals, as shown in fig.3. The selfish SU (SSU) will
emulate the characteristics of PU signals. A legal SU
who listens the faked signals makes a conclusion that the
PU is now active and so the legal SU will give up
sensing available channels.
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Figure 3. Signal Fake selfish attack(typel)

B. Signal Fake Selfish Attack in Dynamic Signal
Access(Type 2)-

Type 2 attack is shown in fig.4.These attacks are also a
selfish SU emulating the characteristics of signals of a
PU, but they are carried out in dynamic multiple channel
access. In a normal dynamic signal access procedure, the
SUs will periodically sense the present operating band to
know if the PU is active or not, and if it is, the SUs will
immediately switch to use other available channels. In
this attack type, by launching a continuous fake signal
attack on multiple bands in a round-robin fashion, an
attacker can effectively limit legitimate SUs from
identifying and using available spectrum channels.
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Figure 4. Signal Fake selfish attack in dynamic signal
access (type2)

C. Channel Pre-Occupation Selfish Attack

In Type 3, called a channel pre-occupation selfish attack,
attacks can occur in the communication environment
that is used to broadcast the current available channel
information to neighbouring nodes for transmission. We
consider a communication  environment  that
broadcasting is carried out through a common control
channel (CCC) which is a channel dedicated only to
exchanging management information. A selfish SU will
broadcast fake free (or available) channel lists to its
neighbouring SUs.

LsSU1 LSU 3

LSU2

Figure 5. Channel Pre-occupation selfish attack

The pre-occupation problem is depicted in Fig.5. The
fake information is exchanged between the neighbouring
users and prevents them from accessing the resources.
Consider that SSU 1 has 3 channels as allocated and
remaining 2 channels which are free, is sensed by the
available resources, so that the other LSU will request
them. This SSU 1 response with fake channel
information by sending 4 channels as is in usage and
prohibits other users from accessing it. Likewise, SSU 2
behaves like SSU 1 to other users. If many selfish users
send the fake information, pre-occupation problem
arises; this will obviously degrade the performance in
the network. In order to prevent this, coalitional
approach called updated joint cooperative spectrum
sensing technique is used.

111.PROPOSED SYSTEM DESIGN

The cognitive radio network aims to make the use of the
available spectrum in the communication network.
Normally SU uses CCC (common control channel)
knowledge and begins to broadcast their channel
information to its one hop users. The selfish users can
send fake data to their neighbours in order to pre occupy
more resources for their own use. Thus, the legal users
are prohibited from accessing the channels thereby
resulting in inflexibility during resource sharing.
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The Updated Joint Cooperative Spectrum Sensing
Technique is mentioned in Fig.6, overcomes this
problem by seeking the cooperation of all the one hop
users in order to identify whether the selected node is
selfish or not. UJCSS Technique has advantages like
reliability, high performance but lacks in certain
conditions. This approach cooperates with each user
such as PU and SU who involve in the game or work.
Meantime the PU has the uppermost priority in
accessing the channel than SU. In such a approach,
when that PU demands resources, the SU should return
back the resources and jump to other vacant resource.
The PU incorporates by dropping their resources and
subscribers in a pool. The pool maintains the resource
allocation process and the stability of the system is
maintained by the core concept.

o
O

- = _> Request

% Responce
Figure 6. UJCSS Technique
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We consider a cognitive radio ad-hoc network. Ad-hoc
networks have distributed and autonomous management
characteristics. Our proposed detection mechanism is
designed for an ad hoc communication network. We
make use of the autonomous decision capability of an
ad-hoc communication network based on exchanged

channel allocation information among neighbouring SUs.

All 1-hop neighbouring SUs sum the numbers of
presently used cannels sent by themselves and other
neighbouring nodes. In addition, simultaneously all of
the neighbouring nodes sum the numbers of currently
used cannels sent by the target node.

Individual neighbouring nodes will compare the
summed numbers sent by all neighbouring nodes to the
summed numbers sent by the target node to check if the
target SU is a selfish attacker. Thus, all neighbouring
nodes will know if the target SU is a selfish attacker or

not. This detection mechanism is carried out through the
cooperative behaviour of neighbouring nodes. Once a
neighbouring SU is chosen as a target node and the
detection action for it is completed, another
neighbouring SU will be selected as a target node for the
next detection action.

Detection Algorithm- The system design depicts about
the detailed process flow of the proposed methodology
which is mentioned in Fig.7. This makes the system with
good performance and flexibility in resource sharing.

A. Node Distribution Phase-

The node distribution phase is further classified into
three sub modules,

e Node creation

e Node configuration

e Node deployment

B. Register Phase-

All nodes get registered as they get entered in to the Ad
hoc network.

C. Update Routing Table-

Whenever a new node arrives in the radio cell, apply
register phase. The routing table at each node is built in
incremental steps. Like reactive routing protocol, the
source initiates route discovery only on-demand. It uses
the route request (RREQ) and route reply (RREP) packet
of reactive routing protocol. Routing table in our
propose protocol is built during the route discovery
phase and is not exchanged along the nodes.
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Figure 7. Flow chart of proposed Design

D. PU/SU Classification-

The CRs work to detect the activity of a primary user on
a given spectrum band, Each working CR receives the
primary signal with signal to noise ratio (SNR). Each of
the cooperative CRs is supposed to employ an energy
detector and measures the received power on the channel
during the sensing period. In energy detection, each CR
collects energy samples, where the signal observed y(t)
by each CR is as in Equation 1.
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(t)_{x(t) + n(t) if channel is busy, H1 @)
YOIU n if channel is free, HO
Where, n(t) is additive white Gaussian noise with

variance o,° .X(t) is the received primary user signal
which is assumed to be Circularly Symmetric Complex
Gaussian (CSCG) distributed with variance o,. In most
of the PU authentication mechanisms designed, a PU is
recognized using Energy detection. In Energy detection,
a threshold is fixed and a node whose energy is found to
be more than threshold is identified as PU. If PU is
detected then it will be sent out of the process, because
the selfish nodes are only the secondary nodes on which
the further technique is to be applied.

E. Validation Phase

After the classification of PU and SU it will check all
nodes are validated or not. If all nodes are validated then
the process will end, if not then it will select the next
target SU node, i.e. T=i+1. If the selected next target
node is new then it will call register phase. In Ad Hoc
network the nodes get entered in to the network at any
time or they leave the network at any instant of time. So,
if the selected target node is new means just entered in
to the system then it will get registered. After
registration it will passed to further process. One Hop
neighbouring nodes from the target node will be selected
for the verification process.

F. UJCSS Technique

Each CR node is provided with transceiver so that CR
node can’t transmit and sense at the same time. It needs
periodic spectrum sensing. The frame of duration (T) is
divided into three slots

a) Sensing slot

b) Reporting slot

¢) Transmission slot

Frame 1 | Frame 2 ‘ Frame 3 + IIIII [ Frame m
T, T T
3 >
T
Figure 8. Frame structure for cooperative spectrum
sensing in CR.
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As a consequence:
T=Ts+ T, +T; (2)

If we consider t as the time required by each CR node
to report the sensed result to the Fusion Centre, then the
total reporting time for all sensing CR nodes is T, = N*1.
The duration of the sensing can be expressed as a
function of number of CRs:
Ts(N)=T-T-N« 1 (3)
Ts(N) is the time duration of sensing for N number of
nodes.

Energy Consumption
The consumed energy in cooperative spectrum sensing
by all CR nodes is related to the sum of three
components:

Energy consumed in local sensing (ES)-

Es(N)zN * TS(N) *Ps (4)

Energy consumed during result reporting (Er)-

E{(N)=N <1 « p; (5)

Energy consumed in Data transmission (E)-

E((N)=T: (N)-pt (6)

Ex(N)=(T-Ts(N)-N~ 1) «pt )

Where ps , prand p, are the consumed powers per CR
for local sensing, reporting, and data transmission,
respectively. Total Energy required is equal to the sum
of Es(N), E(N) and Ei(N).

In order to identify the selfish node in the network we
are using the joint cooperative spectrum sensing
technique. In this technique we are using the channel
allocation information of target node and one hop
neighbouring nodes. The channel allocation information
at each node of one hop is shared with one hop
neighbouring nodes. And the information sent by
neighbouring nodes to target is summed up and

compared with the summation of channel allocation
information sent by target node to one hop neighbouring
nodes. If the summation of channel allocation
information by target is greater than the neighbouring
nodes then target is detected as selfish.

Node

Z

h\

Node

@

AT =

Must be or.e-hop
neighboring node

Node Node

Node

Node

Node

Node

@L’
4
Node

T-Node: Target node
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Faked information

@ Node

The number of currently used
cha nnels reported by target
node

The number of currently used
channels reported by one-hop
neighboring nodes

Total time I=Ts+ T, + T;
Total Energy E=Ey(N) +E(N)¥E{N)

Figure 8. Selfish attack detection mechanism

As we mentioned above, all currently used channels in
the target node and neighbouring nodes are summed up
in two steps

Channeltarget_node and Channelneighboring_node.
Then Channeltarget node will be compared to
Channelneighboring_node.According to the example in
Fig.8, Channeltarget node is 7 (2+1+2+2) and
Channelneigboring_node is 5 (2+1+1+1). Because 7 > 5,
the target secondary node is identified as a selfish
attacker.

As we are using the joint cooperative spectrum sensing
technique, the amount of energy required is saved due to
the continuous sharing of information between the nodes.
When the node is found a selfish node then the node is
blocked so that other nodes will get protected from it
and the sensing energy will be saved.

Then UJCSST will check the next neighbouring node
after it selects one of the unchecked neighbouring
secondary nodes as a target node.
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IV SIMULATION RESULT AND ANALYSIS

We conducted the simulation using MATLAB to verify
the efficiency. The efficiency is measured by a detection
rate, which is the proportion of the number of selfish
SUs detected to the total number of misbehaving nodes
in a CR network: One SU has a maximum of eight data
channels and one common control channel(CCC). The
channel data rate is 11 Mb/s. In simulation, one SU can
have two to five one-hop neighbouring SUs. The
experiment was performed under various selfish SU
densities in a CR network. The detailed simulation
parameters are presented in Table 1.Simulation Results
and Analysis. In order to examine how much selfish SU
density influences detection accuracy, the experiment
was carried out with 50,100, and 150 SUs, respectively,
as shown in Fig. 9. From Fig. 10, however, the detection
rate is very sensitive to selfish SU density. When the
density of selfish SUs in the CR network increases, the
detection accuracy decreases rapidly. The reason why
this problem occurs is that it is a higher possibility that
more than one selfish SU exists in a neighbour with
higher selfish node density, and in turn, they can
exchange wrong channel allocation.

Information. Obviously it is a higher possibility that a
wrong decision can be made with more faked exchanged
information. As mentioned before, because selfish nodes
may broadcast faked channel allocation information, it
will be more difficult to detect selfish attacks when both
information exchanging nodes send fake channel
allocation information. In other words, the capability of
detecting attacks will decrease when more selfish nodes
exist in a neighbour .The experimental results in Fig. 10
give an insight into how the number of nodes in a
neighbour will influence selfish detection accuracy.
Intuitively, if we have more neighbouring nodes in a
neighbour, detection accuracy may be less negatively
affected, because we can have a possibility to receive
more correct channel allocation information from more
legitimate SUs. Thus, we did simulation with a cognitive
radio network with two neighbouring nodes to five
neighbouring nodes. For the first CR network all of
neighbours have only two neighbouring nodes; for the
second CR network all of neighbours have only three
neighbouring nodes; for the third CR network all of
neighbours have only four neighbouring nodes; and for
the fourth CR network all of the neighbours have only

five neighbouring nodes. The experiment to answer this
question was made and the results are shown in Fig. 10.
One hundred secondary users were used in this
experiment. Five neighbouring SUs in a CR ad-hoc
network achieve very high accuracy regardless of selfish
SU density. Four neighbouring SUs also provide very
high accuracy and are trivially influenced by the density
of selfish SUs. However, we notice that two SUs in a
neighbour are negatively affected by the density of
selfish SUs. Thus, more than three SUs in a neighbour of
a CR ad-hoc network are recommended in order to avoid
selfish CR attacks.
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Figure 10. Detection rate vs. number of neighboring
nodes

International Journal of Scientific Research in Science and Technology (www.ijsrst.com)



Five neighbouring SUs in a CR ad-hoc network achieve
very high accuracy regardless of selfish SU density.
Four neighbouring SUs also provide very high accuracy
and are trivially influenced by the density of selfish SUs.
However, we notice that two SUs in a neighbour are
negatively affected by the density of selfish SUs.

Thus, more than three SUs in a neighbour of a CR ad-
hoc network are recommended in order to avoid selfish
CR attacks.
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Figure 11. UJCSST Results.

The simulation output considering 100 nodes is shown
in fig.11. The energy level from different nodes is
considered. For successful transmission and reception of
message the path without selfish nodes is selected.

V. CONCLUSION

In the proposed approach, selfish attacks by the multiple
channels are avoided by introducing UJCSS Technique.
The core idea is the flexible cooperative users which
results in keeping the resource pool non-empty and
periodically updated. Meanwhile the users are allocated
on a timely basis so that the interferences are avoided in
the system. This proposed methodology will give a high
degree accuracy of detection and moreover will improve
the resource allocation in the multiple channels. The
perceived limitation in this approach is basically, as the
number of users increase in coalition formation, it may
lead to overcrowding for accessing the resources and
may result in delay in accessing the resources. This may
result in the allocation time to be high. The future scope
of the proposed methodology is to mainly reduce these
perceived limits in the upcoming research papers.
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