
IJSRST1841272 | Received : 07 Feb 2018 | Accepted : 17  Feb 2018 |  January-February-2018  [ (4) 2: 1119-1123 ] 

                                

© 2018 IJSRST | Volume 4 | Issue 2 | Print ISSN: 2395-6011 | Online ISSN: 2395-602X 
Themed Section:  Science and Technology 

  

1119 

Multi-Cloud Security Model using Encryption and Replication : A Review 
Sunny G. Gandhi, Snehal W. Duragwar, Rujesh Y. Adkine 

Department of IT, Datta Meghe Institute of Engineering Technology & Research ,Wardha, 

Maharashtra, India 

ABSTRACT 
 

With the unstable development of computerized information, de-duplication procedures are generally utilized 

to reinforcement information and minimize system and capacity overhead by recognizing and taking out excess 

among information. Rather than keeping various information duplicates with the same substance, de-

duplication takes out repetitive information by keeping stand out physical duplicate and alluding other excess 

information to that duplicate. De-duplication has gotten much consideration from both the scholarly world and 

industry in light of the fact that it can significantly enhances stockpiling usage and spare storage room, 

particularly for the applications with high de-duplication proportion, for example, archival capacity 

frameworks. Various de-duplication frameworks have been proposed taking into account different de-

duplication methodologies, for example, customer side or server-side de-duplications, record level or square 

level de-duplications. Particularly, with the approach of distributed storage, information de-duplication systems 

turn out to be more alluring and discriminating for the administration of always expanding volumes of 

information in distributed storage administrations which inspires endeavors and associations to outsource 

information stockpiling. 
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I. INTRODUCTION 

 

Cloud provide different types of deployment model 

such as public cloud, community cloud, private cloud, 

hybrid cloud. All of them have different properties 

and the customer can use any of them according to 

their requirement. Cloud also provides different types 

of services for customers. These services are broadly 

divided into three categories: Infrastructure as a 

Service(IAAS), Platform as a Service(PAAS), and 

Software as a Service (SAAS). 

 

Engineering development and its selection are two 

discriminating effective variables for any 

business/association. Cloud computing is a late 

innovation ideal model that empowers associations or 

people to impart different administrations in a 

consistent and practical way. Cloud computing 

exhibits an opportunity for pervasive frameworks to 

power computational and stockpiling assets to achieve 

assignments that would not typically be conceivable 

on such asset obliged gadgets. Distributed computing 

can empower programming and base planners to 

construct lighter frameworks that last more and are 

more convenient and versatile. Regardless of the 

favorable circumstances distributed computing offers 

to the originators of pervasive frameworks, there are a 

few impediments and constraints of distributed 

computing that must be tended to. 

 

II. Literature Review 

 

[1] J. Li, X. Chen, M. Li, J. Li, P. Lee, and W. Lou, 

“Secure deduplication with efficient and reliable 

convergent key management,” in IEEE Transactions 

on Parallel and Distributed Systems, 2014, pp. vol. 

25(6), pp. 1615–1625.. 
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In this paper creators, makes the first endeavor to 

formally address the issue of accomplishing effective 

and solid key administration in secure duplications. 

[2]M. Li, C. Qin, P. P. C. Lee, and J. Li, “Convergent 

dispersal: Toward storage-efficient security in a cloud-

of-clouds,” in The 6th USENIX Workshop on Hot 

Topics in Storage and File Systems, 2014. 

In this paper M. Li, C. Qin, P. P. C. Lee, and J. Li, 

propose a novel dispersal methodology called merged 

dispersal, which replaces unique arbitrary data with 

deterministic cryptographic hash data that is gotten 

from the first information yet can't be derived by 

assailants without knowing the entire information. 

They build up two focalized dispersal calculations, in 

particular CRSSS and CAONT-RS. Our assessment 

demonstrates that CRSSS and CAONT-RS give 

correlative execution points of interest to diverse 

parameter settings. 

[3].M. Bellare, S. Keelveedhi, and T. Ristenpart, 

“Dupless: Server aided encryption for deduplicated 

storage,” in USENIX Security Symposium, 2013. 

In this paper creators, proposes a construction 

modeling that gives secure deduplicated stockpiling 

opposing beast power assaults, and acknowledges it in 

a framework called DupLESS. In DupLESS, customers 

encode under message-based keys got from a key-

server by means of an unmindful PRF convention. 

[4]J. Xu, E.-C. Chang, and J. Zhou, “Weak leakage-

resilient client-side duplication of encrypted data in 

cloud storage,” in ASIACCS, 2013, pp. 195–206. 

 

In this paper creators, proposes a safe customer side 

de-duplication plan, with the accompanying favorable 

circumstances:  

 Our plan ensures information secrecy (and some 

incomplete data) against both outside foes and 

legit yet inquisitive distributed storage server, 

while Halevi et al. trusts distributed storage server 

in information classification;  

 Our plan is demonstrated secure concerning any 

dissemination with adequate min-entropy, while 

Halevi et l. (the last and the most commonsense 

development) is specific to a particular sort of 

dissemination (a speculation of "piece settling" 

conveyance) of information records. 

 

[5]J. Stanek, A. Sorniotti, E. Androulaki, and L. Kencl, 

“A secure data deduplication scheme for cloud storage,” 

in Technical Report, 2013. 

In this paper, creators introduce a novel encryption 

conspire that ensures semantic security for disliked 

information and gives weaker security and better 

stockpiling and transfer speed advantages for 

prominent information. 

 

[6]W. K. Ng, Y. Wen, and H. Zhu, “Private data 

deduplication protocols in cloud storage.” in 

Proceedings of the 27th Annual ACM Symposium on 

Applied Computing, S. Ossowski and P. Lecca, Eds. 

ACM, 2012, pp. 441–446. 

 

In this paper, another idea which we call private 

information deduplication convention, a 

deduplication procedure for private information 

stockpiling is presented and formalized. 

 

[7]A. Rahumed, H. C. H. Chen, Y. Tang, P. P. C. Lee, 

and J. C. S. Lui, “A secure cloud backup system with 

assured deletion and version control,” in 3rd 

International Workshop on Security in Cloud 

Computing, 2011. 

 

In this paper creators, executes a proof-of-idea model 

of FadeVersion and behavior experimental assessment 

on Amazon S3. We demonstrate that FadeVersion just 

includes negligible execution overhead over a 

conventional cloud reinforcement benefit that does 

not backing guaranteed erasure.  

 

[8] S. Halevi, D. Harnik, B. Pinkas, and A. Shulman-

Peleg, “Proofs of ownership in remote storage systems.” 

in ACM Conference on Computer and 

Communications Security, &. Cheng. Danezis, and V. 

Shmatikov, Eds. ACM, 2011, pp. 491–500. 
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In this paper creators, recognize assaults that endeavor 

customer side deduplication, permitting an assailant to 

obtain entrance to subjective size documents of 

different clients taking into account a little hash 

marks of these records. All the more particularly, an 

aggressor who knows the hash mark of a document 

can persuade the capacity benefit that it possesses that 

record, thus the server lets the assailant download the 

whole document. 

 

[9] D. Harnik, B. Pinkas, and A. Shulman-Peleg, “Side 

channels in cloud services: Deduplication in cloud 

storage.” IEEE Security & Privacy, vol. 8, no. 6, pp. 

40–47, 2010. 

 

In this paper creator, shows how deduplication can be 

utilized as a side channel which uncovers data about 

the substance of documents of different clients. In an 

alternate situation, deduplication can be utilized as a 

secretive channel by which pernicious programming 

can correspond with its control focus, paying little 

mind to any firewall settings at the assaulted machine. 

Because of the high investment funds offered by 

cross-client deduplication, distributed storage 

suppliers are unrealistic to quit utilizing this 

innovation. This paper in this manner propose basic 

components that empower cross-client deduplication 

while extraordinarily decreasing the danger of 

information spillage. 

[10]  P. Anderson and L. Zhang, “Fast and secure 

laptop backups with encrypted de-duplication,” in 

Proc. of USENIX LISA, 2010. 

 

In this paper creators, depicts a calculation which 

exploits the information which is basic between 

clients to build the pace of reinforcements, and 

decrease the capacity necessities. This calculation 

bolsters customer end per-client encryption which is 

important for secret individual information. It 

likewise bolsters a special element which permits 

prompt location of normal sub trees, staying away 

from the need to inquiry the reinforcement 

framework for each record. They depict a model usage 

of this calculation for Apple OS X, and present an 

examination of the potential adequacy, utilizing 

genuine information acquired from an arrangement of 

run of the mill clients. At long last, they examine the 

utilization of this model in conjunction with remote 

distributed storage, and present an investigation of the 

run of the mill cost funds. 

 

[11]  H. Shacham and B. Waters, “Compact proofs of 

retrievability,” in ASIACRYPT, 2008, pp. 90–107. 

 

In this paper, creators give the first verification of-

retrievability plans with full confirmations of security 

against self-assertive enemies in the most grounded 

model, that of Juels and Kaliski. Their first plan, 

fabricated from BLS marks and secure in the irregular 

prophet model, has the briefest inquiry and reaction 

of any verification of-retrievability with open 

unquestionable status. Their second plan, which 

assembles richly on pseudorandom capacities (PRFs) 

and is secure in the standard model, has the most 

limited reaction of any verification of-retrievability 

plan with private unquestionable status (however a 

more extended question). Both plans depend on 

homomorphic properties to total a proof into one little 

authenticator esteem. 

 

[12] G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. 

Kissner, Z. Peterson, and D. Song, “Provable data 

possession at untrusted stores,” in Proceedings of the 

14th ACM conference on Computer and 

communications security, ser. CCS ’07. New York, NY, 

USA: 

 

In this paper creators, display two provably-secure 

PDP plans that are more proficient than past 

arrangements, notwithstanding when contrasted and 

plans that accomplish weaker certifications. 

Specifically, the overhead at the server is low (or even 

steady), instead of direct in the information's means. 
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[13] Z. Wilcox-O’Hearn and B. Warner, “Tahoe: the 

least-authority filesystem,” in Proc. of ACM StorageSS, 

2008.   

 

Tahoe is a framework for secure, circulated capacity. 

It utilizes capacities for access control, cryptography 

for classification and respectability, and deletion 

coding for adaptation to non-critical failure. It has 

been conveyed in a business reinforcement benefit 

and is as of now operational. The usage is Open Source. 

 

[14] J. S. Plank, S. Simmerman, and C. D. Schuman, 

“Jerasure: A library in C/C++ facilitating erasure 

coding for storage applications - Version 1.2,” 

University of Tennessee, Tech. Rep. CS-08-627, 

August 2008. 

 

In this paper creators, depicts rendition 2.0 of jerasure, 

a library in C++ that backings eradication coding away 

applications. They depict both the systems and 

calculations, in addition to the interface to the code. 

In this way, this serves as a semi instructional exercise 

and a software engineer's aide. Rendition 2.0 of 

jerasure is composed in C++, utilizes another article 

situated interface, includes summed up EVENODD 

and summed up RDP to the library, underpins multi-

strung coding, and incorporates two new case 

applications. 

 

[15] J. R. Douceur, A. Adya, W. J. Bolosky, D. Simon, 

and M. Theimer, “Reclaiming space from duplicate 

files in a serverless distributed file system.” in ICDCS, 

2002, pp. 617–624. 

 

We show a system to recover space from this 

coincidental duplication to make it accessible for 

controlled record replication. Our instrument 

incorporates 1) focalized encryption, which empowers 

copy records to blended into the space of a solitary 

document, regardless of the possibility that the 

records are encoded with diverse clients' keys, and 2) 

SALAD, a SelfArranging, Lossy, Associative Database 

for accumulating document substance and area data in 

a decentralized, adaptable, flaw tolerant way. 

 

III. CONCLUSION 

 

Cloud computing has come to a development that 

leads it into a beneficial stage. This implies that the 

greater part of the fundamental issues with distributed 

computing have been tended to a degree that mists 

have gotten to be intriguing for full business misuse. 

This however does not imply that every one of the 

issues recorded above have really been comprehended, 

just that the agreeing dangers can be endured to a sure 

degree. Cloud computing is in this manner still as 

much an examination subject, as it is a business sector 

advertising. For better secrecy and security in 

distributed computing we have proposed new de-

duplication developments supporting approved copy 

check in cross breed cloud structural planning, in 

which the copy check tokens of documents are 

created by the private cloud server with private keys. 

Proposed framework incorporates verification of 

information proprietor so it will help to actualize 

better security issues in distributed computing. 
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