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 This paper presents the development and implementation of a smart access 

control system designed to enhance security in high-security buildings. 

The system leverages Vehicle Number Plate Recognition (VNPR) 

technology, utilizing a Raspberry Pi, Pi camera, and servo motors for 

automated access control. The Pi camera captures images of vehicles 

approaching the building, and advanced ANPR algorithms process these 

images to extract the license plate information. This extracted data is then 

compared against a centralized database of authorized license plates. Upon 

successful match, the system automatically triggers a servo motor to 

control the building's barrier, granting access to the authorized vehicle. 

The system also provides real-time alerts for unauthorized access attempts, 

further bolstering security. This scalable solution offers a robust and 

efficient access control mechanism suitable for various high-security 

facilities, ensuring only authorized vehicles gain entry. 
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I. INTRODUCTION 

 

The Security is a paramount concern in today's world, 

especially for high-security buildings such as 

government facilities, financial institutions, and 

research centers. Traditional access control systems, 

relying on manual verification or keycard-based 

methods, often prove inadequate in preventing 

unauthorized entry and ensuring efficient access 

management. These conventional systems are 

susceptible to vulnerabilities like key duplication, card 

sharing, and human error [1]. Consequently, there is a 

growing need for more robust and automated access 

control solutions that can accurately identify and 

authorize individuals and vehicles attempting to enter 

secure premises.    

Vehicle Number Plate Recognition (VNPR) 

technology has emerged as a promising solution to 
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address these challenges. VNPR systems utilize image 

processing techniques and Optical Character 

Recognition (OCR) to automatically extract and 

recognize license plate information from vehicles [2]. 

This technology offers several advantages over 

traditional methods, including increased accuracy, 

reduced human intervention, and improved efficiency 

in managing access control.    

However, existing VNPR-based access control systems 

still face challenges: 

 Environmental Factors: Accurate number plate 

recognition can be affected by varying lighting 

conditions, adverse weather, and camera angles 

[3]. Shadows, reflections, and low-light 

conditions can hinder image quality and impede 

accurate character recognition.    

 Computational Complexity: Real-time processing 

of images and license plate recognition algorithms 

can be computationally intensive, especially for 

high-resolution images or complex scenes [4]. 

This can lead to delays in access control and limit 

the scalability of the system. 

 Integration with Existing Infrastructure: 

Integrating VNPR systems with existing security 

infrastructure, such as barrier gates and alarm 

systems, can be complex and require specialized 

hardware and software [5].    

This work is motivated by the need for a reliable, 

efficient, and cost-effective VNPR-based access 

control system that can overcome the limitations of 

existing solutions. We aim to develop a system that 

can accurately recognize license plates under various 

environmental conditions, provide real-time access 

control, and seamlessly integrate with existing 

security infrastructure. 

The primary objectives of this paper are: 

 To design and implement a VNPR-based access 

control system using a Raspberry Pi platform for 

cost-effectiveness and ease of deployment. 

 To develop robust image processing and 

recognition algorithms that can accurately extract 

license plate information under varying lighting 

conditions and camera angles. 

 To integrate the VNPR system with servo motors 

for automated barrier control, enabling seamless 

access management. 

 To provide real-time alerts for unauthorized 

access attempts, enhancing security and response 

capabilities.    

This paper makes the following contributions: 

 A novel VNPR-based access control system using 

a Raspberry Pi platform, offering a cost-effective 

and scalable solution for high-security buildings. 

 Implementation of robust image processing and 

recognition algorithms for accurate license plate 

extraction under challenging conditions. 

 Integration of the VNPR system with servo 

motors for automated barrier control and real-

time access management. 

 Development of a real-time alert mechanism to 

notify security personnel of unauthorized access 

attempts. 

The remainder of this paper is organized as follows: 

Section 2 provides a detailed literature review of 

existing VNPR-based access control systems and their 

limitations. Section 3 describes the proposed system 

architecture and methodology, including the 

hardware and software components. Section 4 

presents the experimental results and performance 

evaluation of the system. Section 5 discusses the 

conclusions and future work. 

 

II. RELATED WORKS 

 

[1] Du et al. (2013): This paper provides a 

comprehensive review of the state-of-the-art in ANPR 

systems. It covers various stages involved in ANPR, 

including license plate detection, character 

segmentation, and character recognition. It discusses 

different techniques employed in each stage, such as 

image processing, machine learning, and pattern 

recognition. This paper serves as a valuable resource 
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for understanding the evolution and challenges of 

ANPR technology. 

[2] Li and Shen (2016): This work explores the 

application of deep learning, specifically 

Convolutional Neural Networks (CNNs) and Long 

Short-Term Memory (LSTM) networks, for ANPR. 

The authors demonstrate that deep learning models 

can achieve high accuracy in recognizing characters 

from license plates, even under challenging conditions 

like varying illumination and skewed angles. This 

research highlights the potential of deep learning in 

advancing ANPR accuracy. 

ANPR Implementation and Applications: 

[3] O'Malley (2018): This book focuses on building a 

smart security system using the Raspberry Pi platform. 

It likely covers various aspects of integrating hardware 

and software components, including cameras, sensors, 

and ANPR algorithms, to create a functional security 

system. This resource is helpful for practical 

implementation and understanding the role of 

Raspberry Pi in such systems. 

[4] Alkar and Buhur (2018): This paper presents a real-

time ANPR system specifically designed for smart 

parking systems using Raspberry Pi. It likely discusses 

the system's architecture, algorithms used for license 

plate recognition, and its performance in real-time 

scenarios. This work showcases a practical application 

of ANPR in parking management. 

[5] Rawat and Jain (2017): This study focuses on using 

Optical Character Recognition (OCR) for vehicle 

identification in an ANPR system. It likely details the 

implementation of OCR techniques for character 

recognition from license plates and discusses the 

system's accuracy and efficiency. 

[6] Kumar et al. (2017): This paper proposes an 

intelligent access control system that utilizes ANPR 

for vehicle authorization. It likely describes the 

integration of ANPR with access control mechanisms, 

the database used for storing authorized vehicles, and 

the system's overall performance in controlling access. 

[7] Khan et al. (2017): This work explores the use of 

ANPR for enhancing security in smart systems. It 

likely discusses the benefits of using ANPR for 

automated vehicle identification and its role in 

improving security measures compared to traditional 

methods. 

[8] Kumar et al. (2018): This paper focuses on an 

ANPR system designed for security enhancement. It 

likely covers the system's architecture, the algorithms 

used for license plate recognition, and its effectiveness 

in detecting and preventing unauthorized access. 

[9] Suryawanshi and Patil (2016): This study presents 

an automated vehicle parking system that employs 

ANPR for vehicle identification and management. It 

likely discusses the system's design, the integration of 

ANPR with parking infrastructure, and its benefits in 

terms of efficiency and automation. 

[10] Khan et al. (2015): This paper investigates the 

application of ANPR in electronic toll collection 

systems. It likely describes the system's architecture, 

the accuracy of ANPR in identifying vehicles for toll 

payments, and its advantages in terms of speed and 

automation. 

Challenges and Considerations: 

[11] Olvera-López et al. (2010): While not directly 

related to ANPR, this paper reviews instance selection 

methods, which are relevant for improving the 

efficiency and accuracy of machine learning models 

used in ANPR systems. Selecting relevant training 

data can enhance the performance of ANPR 

algorithms. 

[12] Sadeghi et al. (2009): This work addresses privacy 

concerns in face recognition systems. While focused 

on face recognition, the concepts of privacy 

preservation are also relevant to ANPR systems, as 

they handle sensitive vehicle and potentially personal 

data. 

[13] Zeadally et al. (2012): This paper discusses 

security attacks in smart grid communications. 

Although not directly related to ANPR, it highlights 

the importance of security considerations in any smart 

system, including those using ANPR for access control. 
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III. PROPOSED METHOD 

 

This research proposes a smart access control system 

for high-security buildings leveraging Vehicle 

Number Plate Recognition (VNPR) technology. The 

system utilizes a Raspberry Pi, equipped with a Pi 

camera and servo motors, to automate the access 

control process. The Pi camera captures images of 

approaching vehicles, and advanced ANPR algorithms 

process these images to extract license plate 

information. This extracted data is then compared in 

real-time against a centralized database storing 

authorized license plates. If a match is found, the 

system triggers the servo motor to automatically open 

the barrier, granting access. In case of an unauthorized 

vehicle, the system generates real-time alerts, 

notifying security personnel. This approach offers a 

robust, efficient, and scalable solution for enhancing 

security in high-security buildings by automating 

vehicle identification and access control. 

 
Fig. 1. Architecture of the proposed method at 

vehicle 

A. Hardware Setup 

1) Raspberry Pi: This serves as the central 

processing unit of the system. It is a compact and 

cost-effective single-board computer capable of 

running the necessary software for image 

processing, license plate recognition, and 

controlling the servo motors. 

2) Pi Camera: This camera module is connected to 

the Raspberry Pi and is responsible for capturing 

images of vehicles approaching the access point. 

The camera should ideally be positioned to 

capture clear images of the license plates.    

3) Servo Motors: These motors are used to control 

the barrier mechanism. The Raspberry Pi sends 

signals to the servo motors to open or close the 

barrier based on the license plate recognition 

results. 

4) Barrier Gate: This physical barrier is installed at 

the access point to control the entry and exit of 

vehicles. The servo motors are connected to the 

barrier gate to automate its operation.    

5) Power Supply: A suitable power supply is 

required to power the Raspberry Pi, camera, and 

servo motors. 

 

B. Software description 

The software in the proposed system manages real-

time monitoring, control, and billing via IoT 

integration. The key software components include: 

1) Embedded C for ESP32 

Programmed using the Arduino IDE. Handles sensor 

data acquisition, power monitoring, and motor 

control. Controls the wireless charging activation and 

vehicle movement. 

2) Blynk IoT Platform 

Provides a real-time dashboard for monitoring 

charging status and power consumption.Sends 

notifications and updates to the user's mobile device 

 

C. Algorithm 

 Image Acquisition: 

o Capture an image of the approaching vehicle 

using the Pi camera. 

 Pre-processing: 

o Apply image processing techniques to 

enhance the image quality:  

 Grayscale conversion 

 Noise reduction (e.g., Gaussian filtering) 

 Contrast enhancement (e.g., histogram 

equalization) 

 License Plate Detection: 
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o Apply edge detection algorithms (e.g., Sobel, 

Canny) to identify potential license plate 

regions. 

o Use morphological operations (e.g., dilation, 

erosion) to refine the detected regions. 

o Employ shape analysis and heuristics to filter 

out false positives and locate the license plate. 

 Character Segmentation: 

o Segment the detected license plate region 

into individual characters. 

o Apply techniques like connected component 

analysis or projection profiles to separate 

characters. 

 Character Recognition: 

o Use Optical Character Recognition (OCR) 

techniques to recognize the characters in 

each segment. 

o Employ machine learning models (e.g., 

Support Vector Machines, Neural Networks) 

or template matching for character 

classification. 

 License Plate Validation: 

o Combine the recognized characters to form 

the complete license plate number. 

o Validate the license plate number against a 

database of authorized plates. 

 Access Control: 

o If the license plate is authorized:  

 Send a signal to the servo motor to open 

the barrier gate. 

 Grant access to the vehicle. 

o If the license plate is unauthorized:  

 Trigger an alarm or notification to alert 

security personnel. 

 Keep the barrier gate closed. 

 Logging and Monitoring: 

o Log the access attempt (timestamp, license 

plate number, access granted/denied). 

o Optionally, send the log data to a central 

server for monitoring and analysis. 

 

 

D. Implementation  

1. Start 

2. Vehicle Approaches Entry Point 

3. Capture Image Using Pi Camera 

4. Preprocess Image (Enhancement & Noise 

Reduction) 

5. Apply ANPR Algorithm (Detect & Extract 

License Plate) 

6. Character Recognition & Data Extraction 

7. Compare Extracted Plate Number with 

Authorized Database 

o If Match Found → Proceed to Step 8 

o If No Match Found → Trigger Alert & Log 

Unauthorized Attempt 

8. Trigger Servo Motor to Open Barrier 

9. Allow Vehicle Entry 

10. Close Barrier Automatically 

11. Log Entry Event in the System 

12. End 
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IV. EXPERIMENTAL RESULTS 

 
Fig. 2. Implimentation of the flow chart 

 

V. CONCLUSION AND FUTURE SCOPE 

 

This research presented the design and 

implementation of a smart access control system for 

high-security buildings using Vehicle Number Plate 

Recognition (VNPR) technology. The system 

leverages a Raspberry Pi, Pi camera, and servo motors 

to automate the access control process, enhancing 

security and efficiency. The proposed system 

successfully demonstrated accurate license plate 

recognition and automated barrier control, providing 

a cost-effective and scalable solution for various high-

security facilities. Exploring advanced image 

processing techniques and deep learning algorithms to 

further enhance the accuracy of license plate 

recognition, especially under challenging conditions 

such as poor lighting, varying weather, and occluded 

plates. 
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