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ABSTRACT

In this paper, we studied about security threats of RFID. RFID facilitates detection and identification of objects
that are not easily detectable or distinguishable by using current sensor technologies.
Keywords: RFID, WSN, Radio Waves, Sensor.

I. INTRODUCTION

Radio frequency identification (RFID) uses electromagnetic field of radio frequency for automatic identification
of objects with a unique ID number which is stored in the attached tag [1]. Both RFID and barcode systems
have the same goal; identifying objects without human intervention. RFID systems have many continuing and
emerging applications like access controls, tool management, supply chains, airline baggage management,
livestock or inventory tracking and so on. It can also be used to distinguish between counterfeits and authentic
products. The important security and operational problems such as cloning problem, tracing problem and
scalability can be solved by RFID system with cheaper RFID tags for commercial application. Security can be
CMOS technologies progressively efficient and the production costs decrease, which allows stronger security
solutions on tags. More expensive tags with constraints power source, less memory, gate can be used for certain

commercial application such as access controls systems and costly goods for security [1] [2].
II. SECURITY MODEL FOR RFID SYSTEM

This section describes a security model. The system consists of three components: a trusted server S, reader R,

and tag 7.

o Typically Tags have no its own power. It operates on electromagnetic field. These are wireless Trans
ponders.

o The fields are generated by the transceiver that is the Reader. There exits two kind of broadcast

challenges by responding the tags. These are unicast and multi-cast. Under the range of reader, these are
addressed to all tags. But unicast challenges are addressed to particular tags.

o Server: The system has a trusted Server communicates with the reader and also reader communicated
with the server. We consider that all honest tags 7 follow the protocol’s requirements and system
specifications. The parameters fixed are applied to the honest readers R and the trusted server S. Both

Tag T'and reader R interact by sending and receiving of data as an authentication transcript. We assume
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the communication take place through secure channel. Since two parties involves in this

communication, we can consider as two-party protocols.

III. SECURITY PROPERTIES AND ADVERSARY

This section describes the security properties and the adversary model. The protocol can be modeled in terms
of the following four games with players the PPT adversary A against the honest tags 7'and the readers R. We
have followed the Chatmon et.al [3] protocol for this model.

o Gaun : Game for authentication

o Ganon : Game to achieve anonymity
o Gurace : Game for tracing

J Gavait: Game for availability

The game runs by the following steps.
J Initialization: In this phase the adversary A interacts with the tags and the readers in arbitrary manner.
o The knowledge of A will be examined. Advc(A) denotes the score of A in game G . The adversary A that

has no negligible advantage A to win the game G. Formally we can say
Adve(A)=€ek) <k *Vk>kypn>0
IV. PERFORMANCE ANALYSIS
We can evaluate the performance of the proposed protocol in term of its computation cost. Computation time

for authentication can be evaluated in two phases verification and mutual authentication [7] [8] [9]. Consider

the following notation to compute computation time.

o Th : time requires to compute hash function.

. Taad : time requires for addition of points on Elliptic curve.
. Trk : time require to compute private key.

o Tru : time require to compute public key.

o Tmu : time for point multiplication.

o Te : Elliptic curve polynomial computation time.

Total computation time is 7= 117z + 4 Tadd + 6 Tt + 2 T

V. CONCLUSION

In this chapter, we have proposed an authentication protocol with provable security. It is resistant to insider
attack, masquerade attack and provides mutual authentication. Security of the protocol relies on ECDLP. The
protocol is also susceptible to forgery attacks. Since more expensive tags with constraints power source, less
memory, gate can be used for certain commercial application such as access controls systems, the protocol is

most suitable for implementation.
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