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ABSTRACT

T-broker, a trust-aware service brokering scheme for efficient matching cloud services (or resources) to satisfy
various user requests. T-broker acts as the middleware for cloud trust management and service matching. First, the
trusted third party-based service brokering architecture is the proposed for multiple cloud and environment. T-
broker uses the lightweight feedback mechanism, which can effectively reduce networking risk and the improve
system efficiency. Then, T-broker uses the hybrid, adaptive trust model to compute the overall trust degree of

SEervice resources.
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I. INTRODUCTION

MULTIPLE cloud theories and the technologies are hot
directions in the cloud computing industry, which a lot
of companies are putting much concern to make sure
that they have benefited from this new innovation.
Hence, compared with traditional networks, multiple
cloud computing the environment has many unique
features such as resources belonging to each of the cloud
providers, and such resources being completely
distributed, heterogeneous, and totally virtualized; these
features indicate that is unmodified traditional trust
mechanisms can no longer be used in the multiple cloud
computing environments.

II. METHODS AND MATERIAL

A. Motivation

Recently, the cloud brokering system have emerged as a
promising concept to offer enhanced service of cloud
environment, such as RESERVOIR, PCMONS,
RightScale, SpotCloud, Aeolus and OPTIMIS. The
cloud brokers can provide intermediation and
aggregation capabilities to enable users to deploy their
virtual infrastructures across the cloud system. The
future of cloud computing will be permeated with the

emergence of cloud brokers acting as the intermediary
between the cloud providers and users to negotiate,
allocate resources among multiple sites.

B. Our Contribution

Based on previous work on trust management

[10],[11],[30], [31], [36], this paper presents the T-

broker for the efficient matching, computing resources to

satisfy various user requests in multi-cloud environment.

The main innovations of our scheme go beyond those of

the existing approaches in terms of the following three

aspects:

o T-broker uses a trust-aware service brokering
architecture, in which the broker itself acts as a TTP
for the trust management and resource scheduling.
Through the distributed soft-sensors, this brokering
architecture can be a real-time monitor for both
dynamic service behavior of resource providers and
feedbacks from users.

» T-broker uses a hybrid and adaptive trust model to
compute the overall trust degree of the service
resources, in which trust is defined as the fusion
evaluation result from adaptively combining
dynamic service behavior with the social feedback
of service resources.

» T-broker uses a maximizing deviation method to
compute the direct trust of the service resource,
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which can overcome the limitations of traditional
trust models, in which the trusted attributes are all
weighted manually or subjectively. At the same
time, this method has a faster convergence than
other existing approaches.

C. Related Work

The system worked under multiple users and providers

that made collaboration issues and more memory storage.

The system also faced the non-robustness in this existing
approach and it also faced many problems under the
delivery of the task because of the lack of scheduling to
the resources. The system does not have the delete
process to clear the memory which will help to maintain
the memory storage.

D. Methodologies and Measures

The proposed system helps the user to get their task
completed on time and it also helps the t-broker to
analyze the task completed by the resources. The
resources are also assembled as per the task given by the
t-broker. The proposed system is developed to maintain
memory storage and to control the collaboration issues.

III. RESULT AND DISCUSSION

Experimental Work

A. Add Resources

This the first field that we proposed in this approach that
is the add resource which is mainly created to add the
different types of resources that will be handling the
different task that is allotted to the resources by the t-
broker to fulfill the user request.

B. Schedule to the Resources

The resource scheduling is the second field in this
approach, this field is to schedule the task to the
resources which says when to start the task, when to
complete the task and when to deliver the task to the
user. This is mainly designed to reduce the collaboration
issues.

C. View all

The view field is developed to view all the details about
the user their request and the allotted task to the resource,
the status of the task and the delivery of the task.

D. Delete Process

This is the last field in the proposed approach which is
developed to delete the unwanted content. The unwanted
datas that are stored in the database will be deleted, that
will help to maintain the storage memory in the system.

Techniques
A. Data coloring and Software Watermarking

These techniques safeguard multi-way authentications,
enable single sign-on in the cloud, and the tighten access
control for sensitive data in both public and private
clouds. Data coloring and the software watermarking
techniques are used to protect shared data objects and
massively distributed software modules.
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Figure 1. Architectural Diagram
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Table 1 QoS Indicators (or Service Behavior)

Trust QoS indicators(service behavior)
attributes

Node spec | CPU frequency, memory size, hard disk
profiles capacity, network bandwidth

Average | Current CPU frequency utilization rate

resource Current memory utilization rate
usage Current hard disk utilization rate
information Current bandwidth utilization rate
Average
response Average response time
time
Average
task .
suceess Average task success ratio
ratio
The . .
number of Thn? number of Llllegal COt}I]I.eCTLOHS the
malicious times of scanning sensitive ports
access

START
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Figure 2. Flow diagram for User activity
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Figure 4. Flow diagram for Resource activity

IV. CONCLUSION

In the future, we will continue our research from two
aspects. First is how to accurately calculate the trust
value of resources with only few monitored evidences
reports and how to motivate more users to submit their
feedback to the trust measurement engine. Implementing
and evaluating the proposed mechanism in a large-scale
multiple cloud system, such as distributed data sharing
and remote computing, is another important direction for
future research.
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