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ABSTRACT

Ensuring the security of transactions is currently the biggest threat facing banking systems. The use of
biometric authentication of users attracts huge sums of money from banks around the world due to their
convenience and acceptance. Especially in offline environments, where face images from ID documents are
matched to digital selfies. In fact, comparisons of selfies with IDs have also been used in some broader programs
these days, such as automatic immigration control. The great difficulty of such a process lies in limiting the
differences between comparative facial images given their different origins. Based on deep features extracted by
two well-referenced Convolutional Neural Networks(CNN).we suggest a novel architecture for cross-domain
matching problem . The results obtained from the data collected, called Face Bank, with more than 93%
accuracy, indicate the strength of the proposed face-to-face comparison problem and its inclusion in real

banking security systems.

Keywords: Convolutional Neural Networks(CNN), Face Bank, automatic immigration control, Digital selfies,

Face-to-face comparison problem.

I. INTRODUCTION lip moving, 3D face models with various expressions

and so on. The concept of classifying is placed on what

Much work is still necessary to allow convenient,
secure and friendly systems to be designed.the
recognition performance of biometric system is
satisfactory for most applications, In face recognition,
the usual attack methods may be classified into certain
categories.

The concept of classifying is placed on what
verification proof is equip to face verification system,
such as a lifted photo, lifted face photos, recorded
video, 3D face models with the skills of blinking and

verification proof is provide to face verification
system, like a stolen photo, stolen face photos,
recorded video, 3D face models with the skills of
blinking and lip moving, 3D face models with

various expressions and so on. In this paper, we
proposed a method of live face detection to resist the
attack using a photograph.on what verification proof
is provide to face verification system, such as a lifted

photo, lifted face photos, recorded video, 3D face
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models with the skills of blinking and lip moving, 3D
face models with various expressions and so on. The
concept of classifying is placed on what verification
proof is provide to face verification system, such as a
stolen photo, lifted face photos, recorded video, 3D
face models with the skills of blinking and lip moving,
3D face models with various expressions and so on. In
this paper, to resist the attack using a photograph we
proposed a method of live face detection Our
algorithm is placed on analysis of movement of facial
components, especially eyes, in sequential images.In
sequential face images there are very small variations
in shape of face and facial elements. But eyes have
larger variation in shape because we always
blink,move the pupils unconsciously. So we spot eyes
in sequential face images and compare the shape of
each eye region to decide whether the input face

image is a real face or a photograph.
A. Problem Statement

With the demand of face recognition, criminals will
try to attack the face recognition system, for which
liveness detection has become an crucial part of the
authentication system. Among the current liveness
detection algorithms, methods based on machine

learning . Therefore, we proposed this method in this

paper.
B. Model Framework

The proposed framework that combines Face Net with

liveness detection is shown in the figure.
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In above block diagram we are going to detect face
using haar cascade classifier which algorithm for
detection of face. After detection of face, system will
decide the face is real or fake by using liveness
detection technique. Liveness detection technique is
the act of differentiating the feature space into live

and non-living

In this system we need a way to detect faces and eyes
in real-time. So we are using -cascade classifier to
performs these tasks. In this haar cascade classifier
Cascade is a machine learning object detection
algorithm used to identify objects in an image or

video.

C. Architecture Diagram

face training

Face Face Image database

Image normalization

| Image

| | Liveness | Classificati
Acquiring |

Vser (detection | fon

" Preprocessing |

Face
known or
unknown

Bank
locker

In this diagram we are going to implement eye-blink
detection & face recognition Based on LBPH
algorithm. The algorithm works in real time through a
webcam and displays the human’s name. The program

runs as follows:

1. Detect faces in each frame generated by the
webcam.
For each detected face, detect eyes.

3. Detect liveness of the face i.e. eyes are blinking or
not

4. Recognize face and access the respected locker of

the user.
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II. LITERATURE REVIEW
Gang Pan et al[l] present a spoofing against
photograph in face recognition using real time
liveness detection using spontaneous eye blinking.
This method requires only a generic camera no other
hardware to avoid spoofing attack in nonintrusive
manner. Eye blinking is physical process which
instantaneously opens and closes lids many times in a
minute. Generic camera captures 15 frames per
seconds, it gives two frames of faces which used as
clue against spoofing attack. Two captured frames in
multiple frames to check liveness, so user should be
co-operative.
Face liveness detection [3] has been proposed to
the

recognition system. The fake faces are distinguished

improve reliability and security of face
from the real ones using different classification
techniques.

In this paper, we propose a single image-based fake
face detection method based on frequency and texture
analyses for discriminating 2-D paper masks from the
live faces. For the frequency analysis, we have carried
out power spectrum based method [4] which exploits
not only the low frequency information but also the

information residing in the high frequency regions.

Moreover, widely used Local Binary Pattern (LBP) [5].

In face recognition, the usual attack methods may be
classified into various different types. The basic
ideology of classifying is based on what verification
proof is provided to face verification system, such as a
stolen face photos, recorded video, 3D face models,
fake photos with the abilities of blinking and lip
moving, 3D face models with various expressions and
many more to mention[6].

The main goal of our paper is to design and
implement a bank locker security system solely based
on RFID and GSM technology which has to be
organized in the bank, secured offices and homes. In
our system only authentic person can be the one
recovering the money from the bank locker. The
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sequence are considered as independent. HMM
produces features from finite state set. Typical eye
blink activity using HMM feature finds spoofing
attack.

Anjos et al. [2] proposed a method based on

foreground or background motion correlation for
checking liveness of user. This method classified in
motion detection. This method works on correlation
between head rotation of user and its background. To
find correlation author uses fine grained motion
direction. Optical flow is used to find the direction of
motion. This approach is easy process but require

RFID reader reads the identification number from
passive tag and sends it to the microcontroller, if the
identification number is valid then microcontroller
sends the SMS request to the authenticated person
mobile number, for the original password to open the
bank locker, if the person enters the password to the
microcontroller which will verify the passwords
entered by the key board and received from
authenticated mobile number . If these two passwords
are matched the locker will be opened otherwise it
will be remain in locked position[7].

Initially pattern flow are collected as the datasets are
maintained in bank agent server. The device has a
camera to capture the pattern flow of user and sends
it for processing, features of the logic were compared
and user was recognized. In addition to the
authentication of user there is another system to
identify the user before that RFID tag checking is
needed. Image processing is used and the keypad
password is needed for another level of security. In
future bank this type of
authentication option for banking and from this

can implement
project it shows that all the bank accounts can be
accessed without using cards through this face
recognition efficiently and safely [8].

Access control system forms a essential link in a
security chain. The biometric password and pattern
based security system presented here is an access
control system that allows only the authorized
persons to access a restricted area. We have
implemented a locker security system based on
password and GSM

fingerprint, technology
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containing door locking system which can activate,
authenticate and validate the user and unlock the
door in real time for locker secure[9].

They say perhaps the most important application of
accurate personal identification is acquiring limited
access systems from malicious attacks. Among all the
presently employed biometric techniques, biometric
the most
attention due to the long history of fingerprints and

identification systems have received

their extensive use in forensics. Our paper deals with
the issue of selection of an optimal algorithm for
biometric suiting in order to design a system that
matches required specifications in performance and
accuracy[10].

ITII. CONCLUSION

In this paper, we have proposed a machine learning

based face detection-recognition and liveness

detection for bank locker. It is highly reliable system
to ensure the security of our valuables.
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