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ABSTRACT 

 

Data security has been consistent in being a major issue in information technology. In the cloud computing 

world, it becomes specifically critical as the data is situated in different places all over the world. 

As per user's concerns about the cloud technology the important factors are privacy protection and data 

security. In both academics and industries, the topics in cloud computing have been checked by multiple 

techniques. For the future growth of cloud computing technology in industry, government and business the 

data security and privacy protection will become more crucial.  

Data security and privacy protection challenges are similar to both hardware and software in the cloud 

architecture. This study is to analyze different security techniques and challenges from both software and 

hardware aspects to secure data in the cloud and focuses on improving the data security and privacy protection 

for the trust worthy cloud environment. In this document, we are preparing a relevant research analysis on the 

existing research work with reference to the data security and privacy protection techniques of cloud 

computing.  
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I. INTRODUCTION 

 

Cloud computing has been emerged as the next 

generation paradigm in computation. In the cloud 

computing world, both applications and resources are 

delivered on demand over the Internet as services. 

Cloud is an environment of the hardware and 

software resources in the data centers that provide 

diverse services over the network or the Internet to 

fulfill user's requirements .The explanation of “cloud 

computing” as per the National Institute of Standards 

and Technology (NIST) states that cloud computing 

allows unique, convenient. Network access to a 

shared pool of configurable computing resources like 

servers, networks, applications, storage, and services 

and can be provisioned on priority and released with 

less management effort or service provider interaction 

on demand. 

As per the description, cloud computing provides a 

convenient on-demand network access to a shared 

pool of configurable computing resources. Resources 

are identical to computing applications, network 

resources, platforms, software services, virtual servers, 

and computing infrastructure[2] 

Cloud computing can be looked upon as a new 

computing archetype that can provide services on 

demand at a cheap cost. The three renowned and 
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mostly used service models in the cloud paradigm are 

software as a service (SaaS), platform as a service 

(PaaS), and infrastructure as a service (IaaS). In SaaS, 

software with the similar data is deployed by a cloud 

service provider, and users can access it through the 

web browsers [1]. In PaaS, a service provider delivers 

services to the users with a set of software programs 

that can resolve the given tasks. In IaaS, the cloud 

service provider facilitates services to the users with 

virtual machines and storage to enhance their 

business capabilities. Cloud computing is quite similar 

to but not the same as grid computing.  

Grid computing integrates diverse resources together 

and manages the resources with the unified operating 

systems to provide better performance computing 

services, while cloud computing is the combination of 

computing and storage resources handled by different 

operating systems to provide services such as large-

scaled data storage and top performance computing to 

users. The overall picture of grid computing has been 

replaced by cloud computing. Distribution of data is 

in a new format of cloud computing comparing with 

the grid computing[5]. 

Cloud computing will enable services make the 

services accessible to be consumed easily on demand. 

Cloud computing has the features like on-demand 

self-service, ubiquitous network access, location 

independent resource pooling, rapid resource 

elasticity, usage-based pricing, and transference of 

risk. These achievements of cloud computing have 

attracted substantial interests from both the industrial 

world and the academic research world.  

 

Cloud computing technology is currently changing 

the business strategy in the world. Cloud computing 

is very promising for the IT applications; however, 

there are still some concerns to be resolved for 

personal users and enterprises for data storage and 

deploy applications in the cloud computing 

environment. One of the most significant obstacle to 

adoption is data security, which is accompanied by 

issues including compliance, privacy, trust, and legal 

matters[4].  

 

The characteristics of institutions and institutional 

evolution is very similar to privacy and security in 

cloud computing .Data security has been consistent in 

being a major issue in IT. Data security turns out to be 

very critical in the cloud computing environment, 

because data gets scattered in different machines and 

storage devices including servers, PCs, and different 

mobile devices like wireless sensor networks and 

smart phones. Data security in the cloud computing is 

much more complex than data security in the 

traditional information systems [7]. 

 

To make the cloud computing adaptive by users and 

enterprise, the security challenges of users should be 

resolved first to make cloud world trustworthy. The 

trustworthy environment is the basic prerequisite to 

win confidence of users to get used to such a 

technology.  Discussed the assessment of cloud 

computing risks. Before the data security concerns are 

disclosed, the functions of cloud computing are 

reviewed first. Cloud computing is also known as on-

demand service. In the cloud computing world, there 

is a cloud service provider that facilitates and manages 

the services.  

The cloud provider facilitates all the services over the 

Internet, while end users use services for meeting 

their business needs and then pay for the services 

accordingly. Cloud computing world enables two 

basic types of functions which includes computing 

and data storage. In the cloud computing 

environment, users of cloud services don’t need 

anything and they can get access to their data and 

complete their computing tasks just through the 

Internet devices. During the access to the data and 

computing, the clients don't even know where the 
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data gets stored and which machines performs the 

computing tasks[2]. 

Coming to data storage, data safety and security are 

the primary factors for gaining user's trust and 

making the cloud technology successfully used. Many 

data protections and data security techniques have 

been launched in the research world of cloud 

computing. However, data security related techniques 

need to be further improved. Services of cloud 

computing has been delivered across the entire 

computing spectrum. Nowadays, organizations and 

companies are moving and expanding their business 

by adopting the cloud computing reduce the cost. 

This can be a contribution to free more man-powers 

to focus on developing strategic differentiation and 

business division of labor is transparent [10].  

The concept of cloud has many implementations 

based on the services from service providers. For 

example, Google Apps Engine, Microsoft Azure, and 

Amazon Stack are famous implementations of cloud 

computing provided by cloud service providers like 

Google, Microsoft, and Amazon companies. Apart 

from the rest, the ACME enterprise implemented 

VMware based v-Cloud for allowing multiple 

organizations to share computing resources[2] 

As per the difference of access scope, cloud can be 

distributed into three segments: public cloud, private 

cloud, and hybrid cloud. Public cloud has the similar 

property of service provider and is accessible in public, 

private cloud refers to being the property of a 

company, and hybrid cloud is the blends of public and 

private cloud. Most of the existing cloud services are 

delivered by large cloud service companies such as 

Google, Amazon, and IBM.  

A private cloud is a cloud in which only the 

authorized users have access to the services from the 

provider. In the public cloud anybody can access the 

cloud services whereas the hybrid cloud contains the 

concept of both public and private clouds. Cloud 

computing can reduce the cost and save organizations 

time, but trusting the system is more vital because the 

actual asset of any organization is the data which they 

share in the cloud to use the required services by 

putting it either directly or in the relational database 

or eventually in a relational database using an 

application[4]. 

Cloud computing brings multiple attributes that 

requires serious attention when it comes to trusting 

the system. The trust of the entire system relies on 

the data protection and prevention techniques used in 

it.  By the researchers numerous different techniques 

and tools have been introduced and tested for data 

protection and prevention to gain and remove the 

hurdle of trust but there are still gaps which need 

attention and are required to be lined up by making 

these techniques much better and effective. The 

meaning of security is plentiful. Security is the 

combination of confidentiality, the prevention of the 

unauthorized disclosure of information, integrity, the 

prevention of the unauthorized amendment or 

deletion of information, and availability, the 

prevention of unauthorized withholding of 

information [9]. 

 

The resource monitoring, resource management and 

resource security are the major issues in cloud 

computing. Currently, to deploy there are no 

regulations and standard rules. Applications in the 

cloud and there is a lack of standardization control in 

the cloud. In cloud numerous novel techniques had 

been implemented and designed; however, due to the 

dynamics of the cloud environment these techniques 

fall short of ensuring total security[12] 
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II. RESULTS AND DISCUSSION: 

3.1 Figures and Tables: 

   

 
 

 

III. CONCLUSION 

 

Cloud computing is a promising and emerging 

technology for the next generation of IT applications. 

The barrier and hurdles toward the rapid growth of 

cloud computing are data security and privacy issues. 

Reducing data storage and processing cost is a 

mandatory requirement of any organization, while 

analysis of data and information is always the most 

important tasks in all the organizations for decision 

making. So no organizations will transfer their data or 

information to the cloud until the trust is built 

between the cloud service providers and consumers.  

A number of techniques have been proposed by 

researchers for data protection and to attain highest 

level of data security in the cloud. However, there are 

still many gaps to be filled by making these 

techniques more effective. More work is required in 

the area of cloud computing to make it acceptable by 

the cloud service consumers. This paper surveyed 

different techniques about data security and privacy, 

focusing on the data storage and use in the cloud, for 

data protection in the cloud computing environments 

to build trust between cloud service providers and 

consumers . 
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