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Today’s world internet is being used by almost everyone. Numerous file
exchanges take place online including many official documents. These files
require some sort of security mechanisms while being transmitted over the
Internet. Technology has done a great deal for changing the way we live and do
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business today. In the fast-moving world we need something essential for fast
computation. Along with the popular use of computer, Information security
has also become one of the problems which need to be solved. Many security
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issues like the malware authors, information leakage, endangerment and
unauthorized exploitation need to be taken into account. To control those
issues, crypto-security is necessary. More Applications started to use Rivest—
Shamir—Adleman (RSA). RSA on blocks is

computationally intensive and largely byte-parallel. System will parallel

However, Since large
perform the encryption and decryption process in a distributed environment
and the performance analysis shows improvement in terms of execution time
and provides the security.
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I. INTRODUCTION organizational boundaries. Forrester defines cloud

computing as: “A pool of abstracted, highly scalable,

Cloud computing is a computing paradigm, where a
large pool of systems are connected in private or
public networks, to provide dynamically scalable
infrastructure for application, data and file storage.
The idea of cloud computing is based on a very
fundamental principal of reusability of IT capabilities.
The difference that cloud computing brings compared
to traditional concepts of

“grid computing”,

“distributed computing”, “utility computing’, or

“autonomic computing” is to broaden horizons across

and managed compute infrastructure capable of
hosting end customer applications and billed by
consumption.” Cloud Computing is a technology that
uses the internet and central remote servers to
maintain data and applications. A simple example of
cloud computing is Yahoo email, Gmail, or Hotmail
etc.Enterprises can choose to deploy applications on
Public, Private or Hybrid clouds. Cloud Integrators
can play a vital part in determining the right cloud

path for each organization.Enterprises can choose to
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deploy applications on Public, Private or Hybrid
clouds. Cloud Integrators can play a vital part in
determining the each

right cloud path for

organization.

II. PROPOSED SYSTEM

Cryptography is one of the most notable and desired
techniques to protect the data from attackers by using
two essential processes. These processes are listed as
Encryption and Decryption. Encryption is the process
of converting the data to stop it from attackers to read
the original data clearly. Encryption involves
conversion of plain text to unreadable format. It is
known as cipher text. The user cannot read the above
format. Hence, the next process that is carried out by

the user is Decryption. In the world of computing,

there exist security issues for storing the data in cloud.

In order to secure data in cloud RSA encryption
technique is used in it. RSA is a block cipher with a
block length of 128 bits. It permits three differentkey
lengths: 256, 192,128 or bits.

III. ALGORITHM

Rivest—Shamir—Adleman (RSA)

RSA is an algorithm used by modern computers to
encrypt and decrypt messages. It is an asymmetric
cryptographic that

there are two different Keys. It is also called public

algorithm.Asymmetric means

key cryptography, because one of the keys can be

given to anyone.
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Fig. 1 SYSTEM ARCHITECTURE

IV. MODULES DESCRIPTION

A. Data Owner Module

Data owner has legitimate rights and complete
control over a single piece of data or collection of data
elements of the cloud. In It module, data owner has
the authority to edit, modify, create, share and
restrict access to the cloud data. Data owner is the one
who wants to spread his business with the help of
website then he/she has to set up the servers and
maintenance of servers which leads to the high cost.
In it system, the owner of data can access and archive
the data stored by the Cloud Service Provider. The
data user has to be given authority by data owner to
access, manipulate or perform any action on cloud
data user sends a key request to data owner and intern
to the cloud. File upload section is where the user
uploads files either of .txt, .jpg, and .png format. The
file then is encrypted using the key generated by RSA

algorithm in the cloud administrator module.

B. Data User Module
Data user uses the cloud to store data and access it at
any point of time. The data user just wants to use the

application software such as MS Office, Paint Brush,
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and Image Processing Software etc. It sort of service is
provided by Software as a Service model of cloud
computing which gives freedom to the user from
getting license of software Registration module is
present for new users to register by providing details
such as username and password. Log-in module
allows user to log in to one’s cloud data segment. The
user can search for required files present in the cloud
storage. These files are uploaded by the data owner.
The request for key can be sent in the key request
page of it module. Using the key sent by data owner,
the data user can decrypt the file and download it.

C. Cloud Administrator Module

The cloud administrator module depicts the cloud
service providers in the system. There are various
cloud service providers which includes Microsoft
azure, cisco, Google, Verizon, etc. In It module, cloud
administrators have two main responsibilities i.e. It
configures the Cloud Management service and it
supervises and manages the services. The features of
cloud administrator module include the following:
The cloud

requests for cloud resources it accepts to change

administrators can outlook pending
requests linked with moderations to cloud resource. It
can view and examine the data on cloud resource
deployments it supervises key metrics and requests
for cloud resources it helps to run Discovery on the

cloud resources.

V. IMPLEMETATION

System implementation is the important stage of
project when the theoretical design is tuned into
The the

implementation are as follows: Planning, Training,

practical  system. main stages in
System testing and Changeover Planning. Planning is
the first task in the system implementation. Planning
means deciding on the method and the time scale to
be adopted. At the time of implementation of any
system people from different departments and system

analysis involve. They are confirmed to practical

problem of controlling various activities of people
outside their own data processing departments.
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VI. CONCLUSION

Cloud computing is a promising and emerging
technology for the next generation of IT applications.
Cryptography is one of the most important and
prominent skill to secure the data from hackers by
using the essential processes that is Encryption and
Decryption. RSA encryption is the speedy method
that has the flexibility and is easy to implement. Data
can also protect against future attacks such as smash
RSA high

performance and very little storage space without any

attacks. encryption algorithm has
restrictions while other symmetric algorithms have
some restrictions and differences in storage space and
performance. The implementation of RIVEST
SHAMIR ADLEMAN for securing data bestows
benefits of less computation time and less memory

consumption in contrast to other algorithms.

VII. FUTURE ENHANCEMENT

Security is an important aspect of cloud computing.
The strength of cloudcomputing is the ability to
manage risks in particular to security issues.
Securityalgorithms can be used for implementing
encryption and  decryption techniques to
securedata.In future, the key length can be expanded
using any other key generationalgorithm. The RSA
algorithm uses 128 bits. It includes ten rounds or
cycles of RSAalgorithm. In future it can be extended
to 192 or 256 bits. If 192bit key is used, thenumber of

cycles will be 12.
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