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As human life started to evolve on this earth, the craving for smart automobiles
has increased, and adding a vehicle security system to secure the automobile
from theft in parking and in unsecured places is important. This paper proposes
the design and development of smart system to prevent theft that uses
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biometric authentication to access the door and to start the engine of the
automobile. This system initially uses the fingerprint module that takes the real
time fingerprint of a person trying to open the vehicle door and compares it
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with the authorized person’s fingerprint and then allows or denies the access to
door, and secondly the camera takes the image of a person trying to start the
engine and compares with the authorized person’s image to allow or deny the
access to the engine. In case of detection of unauthorized fingerprint, the GSM
module sends the message to the owner and in case unauthorized person
detected by camera it sends the captured image with alert message to owner.
The system is developed using raspberry pi, GSM module, fingerprint module,
pi camera, dc and servo motor.
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I. INTRODUCTION such issues. The biometric and non-biometric are the

methodologies which were used in many old security

In the modern epoch the requisite and significance of
luxury and comfortable lifestyle is flourishing, the use
of automobiles as become an essential part of the daily
life, without automobiles human life would be topsy-
turvy. Many researchers have been working on the
anti-theft systems of the automobiles since years and

there are many systems being built as a solution to

systems and can be used in future for security
purposes as it would be very effective. Sometimes
these non-biometric methods based systems may fail
due to encryption of decrypted data or password
hacking, but it is almost impractical to make the

replica of idiosyncratic characteristics.

Copyright: © the author(s), publisher and licensee Technoscience Academy. This is an open-access article distributed under the
terms of the Creative Commons Attribution Non-Commercial License, which permits unrestricted non-commercial use,

distribution, and reproduction in any medium, provided the original work is properly cited


http://www.ijsrst.com/
https://doi.org/10.32628/IJSRST2183147

Bhargava R et al Int J Sci Res Sci & Technol. May-June-2021, 8 (3) : 653-659

Biometric authentication methodology is

very
effective and latest and it uses the techniques like

Fingerprints, facial recognition, iris recognition,
retinal identification, voice recognition. The artificial
intelligence is a fundamental and most effective field
which involves many fields in it, here we are making
use of the most popular and widely used biometric
techniques and computer vision which is used to train
the computers to elucidate and to understand this
visual world. One of the most effective technique we
are using here is a facial detection and recognition
that is part of computer vision, it includes various
python libraries and packages like openCV that
detects faces from real time videos and images, pillow
is a imaging library in python which supports in
various functions with respect to images , LBPH
algorithm is a simple approach which during the
feature extraction process extracts the landmarks on
face to convert into LBPH histogram, and cascade
classifier to detect the objects in the captured images.
For coding the raspberry pi we need to convert our

images into a numpy array and then train our model.

So, firstly we need to use the python image library, to
grab an image, and then convert it into gray scale to
resize the images. Then we will be converting the
images into a numpy array, which means images will
be converted to numbers, then create a dictionary
where in particular name or an id is given to every
label and a rectangular box is attached to every
recognized face, then facial detection can be done
using the face cascade. Finally, we will use the LBPH
face recognizer algorithm and the trained model as an
yml file. Facial recognition and detection systems are
more advanced, not very difficult to deploy and
people can be identified without their knowledge.
The one more technique used in this project is a
fingerprint recognition which can be put under a
most popular biometric to date as it is capable of using
distinct number of approaches for classification

purpose.

II. LITERATURE SURVEY

In [1] the author is introducing the anti-theft security
system to start the engine using biometrics, here they
used a camera to capture the person image who is
trying to start an engine. Only for authorized user the
engine starts else a captured image will be sent to the
owner as an alert, as the main step to access any car is
to open the door, the security system should be
implemented at the door itself.

In [2] authors are proposing the comprehensive
unified frame work for vehicle security systems. The
vehicle location will be located and tracked by using
GPS and GSM, face detection and recognition
techniques are runs on the by using microprocessor it
is settled on board with the vehicle. This anti-theft
control system could also be integrated the national
Digitized ID card. By the use of microprocessor
control system, it’s over heating physically. And the
main issue is it should not contact with the other
external devices.

In [3] authors are proposing a vehicle security system
for an image processing, which was based on
authentication for a real time user. Here they used
face detection and recognition techniques and
microprocessor it is settled on board with the vehicle.
And microcontroller is used to receives the location
from GPS through GSM module. The vibration
sensors are used to find the accidents, in this case here
In [4]
technology in the area of increasing the security of
vehicle theft. Iot and RFID based robbery detection is

the author is introducing the advance

implemented by making use of a cloud. A RFID tags
are adopted for the purpose of authentication,
whenever stealing take place the authorized one gets
the mail. As cloud is being used, it may lead to the
crashing of data and security issues.

In [5] the authors are proposing the Iot based door
access control system. By making use of a face
recognition, pi camera, and here they used Haar face
capture

recognition algorithm to image using

OpenCV, here they used telegram application to
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represent the allow and deny access of a door. Haar
face recognition has many challenges is the extent of
its performance in the detection of gadgets because of
the non-invariant nature of the regular Haar-like
functions.

In [6] the authors are introducing a Iot based vehicle
theft detection to detect the robbed vehicle. When
the dc motor starts it indicates the vehicle theft
occurs, Arduino is used to activates GPS and GSM.
Longitude and latitude reading of a vehicle are posted
using ot with the help of Wi-Fi module so many
issues may cause by using Wi-Fi module like a range
offered by Wi-Fi network is limited.

In [7] authors are proposing the facial recognition
security system, here it provides an alarm for house
caller and it gives an information about callers in a
web pages and mobile applications. here intelligent
security system is used for face identification,
integrated camera captures a picture of a facial part
only, instead of integrated camera they would have to
use the pi camera, by the use of integrated camera
may cause some serious privacy issues, hacker can
enable it when you are not aware and then use it to
film illegal process.

In [8] authors are introducing a smart anti-theft
system by making use of a face recognition, to track
the exact location of vehicle they used a GPS and
GSM. Sometimes GPS location can be inaccurate. In
GSM there is no end-to-end encryption for user data.
In [9] the author is introducing a security which is
needed especially for the vehicle thefting by using
Radio frequency. By using Arduino and RFID tag
sensor, there will be an ID card which sends signal.
Due to external electromagnetic intervention can
cause the limit of the RFID remote reading.

In [10] the author is introducing the upcoming
technology which is machine to machine
commination by using sensor for interaction, Iot gives
a greater domain and Arduino Uno R3, sensor and
small phone is being used. The access of the car is
given through GPS to the authorized person. As M2M
gives through GPS to the authorized person. As M2M

needs constant internet connection, the sensing may
get slower.

In [11] the author is introducing a mechanism for
protecting the vehicle from stealing. The security is
given by the association of Bluetooth, camera and
sensors to avoid accident. The safety is given by using
fingerprint by using MATLAB. Bluetooth aid to
detect the place of the car around the distance of 10m
only. It has low bandwidth as compared to the Wi-Fi.
In [12] the author is introducing great idea of
monitoring speed of vehicle by using RFID.RFID
reader contains speed checking camera and snap
camera. Each RFID reader with camera contain the
vehicle information. The RFID reads the vehicle
speed. Sometimes tag may get collision which leads
the reader to receive many tags signals at same time.
In [13] the author is introducing the advance vehicle
security system by GSM and GPS system to protect
robbery of vehicle as well as to get vehicle. GPS
tracks exact position of the vehicle; GSM is used to
send the information to GPS. But sometimes GPS
signals are accurate the location cannot be predicted.
In [14] the author is introducing a vehicle position
approach based on RFID to provide accurate vehicle
position stored in the tag. The place is tracked by the
latest tag position by hr use of kinematics algorithm.
A few instances RFID fails to revel in the automobile
due to velocity and motion of tags, antenna layout,
cable kind and period.

In [15] authors are proposing a lock system by real
time facial recognition. Face recognition method is
found by the information of colour of skin. The Face
detection by using an algorithm, face detection is on
the component analysis by use of adaboost algorithm
it is difficult to detect a feature because of complex
background and the center part of a face has even
intensity values.

In [16]

mechanism form license vehicle plate which provides

the author is introducing recognition
security of vehicle. When some unknown vehicles
enter the building. By RFID tag and camera, the plate
of the vehicles is checked to identify the unidentified
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plate number. Sometimes in case of bad weather and
hindrance may lead automatic LPR system not

effective.

III. PROPOSED SYSTEM

A. BLOCK DIAGRAM

Power supply

I

Finger Print

Module Servo motor

>

Relay — DCmotor

Pi camera ]

—
‘ GSM

Fig. 1 Block Diagram of vehicle unlocking system

In the above block diagram, the pi camera and
fingerprint module acts as the inputs, the output
devices include the servo motor, a DC motor, relay
and a GSM module.

The proposed system uses fingerprint module R305
used to scan the fingerprint is interfaced with main
unit with TTL serial converter, Raspberry pi 3b+
model which is the brain of our proposed system
takes all the inputs and actuates the output devices by
taking required action and it includes 64-bit quad
core processor, wireless LAN, fastest Ethernet, built in
Bluetooth, CSI, SD Interface, HDMI. Because of its
built-in properties, low cost and high reliability this is
the most suitable board we found. SIMCom SIM900A
GSM module transmits the SMS on GSM cellular
network. Pi camera acts as a transducer that is used to
capture images and it is attached to main unit via a
ribbon cable to the CSI port on the Raspberry Pi.
Actuators, we have used servo motor SG-90 as an

indication of door access, relay will be activated or

deactivated by energizing or de-energizing the coil
which will control the load (dc motor) that used as an

indication of engine access.

FLOWCHART

Send alert SMS
to owner

Capture image and
mail to owner

Fig. 2 Flow chart of our proposed system.
The above flow chart is explained in detail as follows.

If we consider any automobile in order to start engine
first we need to open the car door, so introducing the
stronger security measures from first step itself is
most important, which is achieved in the design of
our system. When a driver wants to open the car door
he needs to scan his finger print which will be done
through the fingerprint module R305 placed near the
car door. Fingerprint module sends the data in the
form of signal to raspberry pi, This raspberry pi then
takes required action by comparing the fingerprint
scanned by fingerprint module with the fingerprint
samples that were already being trained and stored in
raspberry pi Only

authenticated person, the car door opens that will be

database, if the driver is
indicated by raspberry pi sending signal to servo
motor SG 90 as high, else the alert message will be
sent to the owner using SIMCom SIM900A GSM

module.

Only if the car door is opened the camera will be
turned on to capture the image of the person sitting
on the car seat, here we have used pi camera. Once
the image is captured, it compares that image with the

authorized images stored in raspberry pi and only if
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there is a match, the engine starts that will be
indicated by raspberry pi sending signal as high to dc
motor which is interfaced through relay, else the
captured image along with the alert message will be

sent to the owners’ email, and the car engine remains
off.

IV. RESULTS

Fig. 3 The final setup of the proposed system as per
the block diagram.

k_ ...

Fig. 4 Successful door access indicated by servo motor
rotation when an authorized person tries to access the

vehicle using the fingerprint module.
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Fig. 5 Message being sent from the SIM inserted in
the GSM Module to an authorized person when
unknown fingerprint is detected by the fingerprint

module.

Fig. 6 After the capture of image by pi camera and
then by Successful detection and recognition of
authorized person, the engine is started which is
indicated by green light in relay and dc motor

rotation.
engine MONITOR ® 2
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Fig. 7 Successfully detected unknown person as soon

as pi camera captures the image and email being

received to authorized person’s mail id.
V. CONCLUSION AND FUTURE ENHANCEMENT

This paper has introduced a antitheft system for
automobiles which ensures that automobile users can
park their vehicles anywhere without worrying about
vehicle theft and misuse, as this proposed system is
simple, user hostile and reliable that alerts the owner

with the message if someone tries to open the car
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door so that he can arrive there immediately and as
this system also captures image of the person trying to
start the engine without their knowledge, it will help
the owner to see the intruder’s image on his email

and forward it to cops immediately.

In future we aim to integrate the GPS system to track
the location and we also use cloud computing to store

all the log-in information in computing storage.
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